Design and verification of TCP/IP offload engine in quantum key distribution system.
Since the quantum key distribution (QKD) system is designed based on the basic principles of quantum mechanics, the theoretical security of information can be achieved by encrypting the communication content using the key generated by the QKD system. As the key generation rate increases, the QKD system has an increasing demand for information interaction through the network. This paper optimizes the network interaction part of the QKD system, unloading the TCP/IP protocol from the central processing unit to the hardware. Compared with the TCP/IP implemented in the dual-core processor, the interaction speed is increased by 114%, up to 560 Mbps. In addition, this paper designs identity authentication and encryption protection algorithms for all the interactive data, preventing a third-party from tampering and eavesdropping, further improving the security of the system.